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The Unlicensed drivers
project found that the
39% of the drivers who
had been disqualified by
offences accumulation
had driven without
license.

In Spain, 400.000 cars
were reported of being
driven without having
passed the mandatory
technical inspection in
2009.

The amount of untaxed
vehicles in Britain has been
estimated in 2.1 million in
2006.

In Spain there
were 1.4 million of
uninsured vehicles
in 2006.

MobiQuitous 2011
8th International ICST Conference
on Mobile and Ubiquitous Systems

. The effectiveness of
the enforcement procedure
to decrease the number or the

seriousness of traffic fatalities is related
to the intensity of controls.

Enforcement systems built on electronic
credentials and Intelligent Transportation Systems
(ITS) technologies would enable a more convinient,

frequent and effective enforcement.

Some problems must be overcome:

The current set of driver and vehicle authorizations
constitutes an innefficient and complex data model to

operate with, in the digital world.

Critical privacy issues arise concerning the
traceability and surveillance of drivers and

vehicles.

The restrictions imposed by ITS
environments must be

considered.

Vmax=120 Km/h 

120 Km/h 

OBU/HSM/Reader 

Credential’s Verification Reference in 
a Java Card Reader[1] 
≈ 10,45s 

Java Card 

Feasibility of deploying the proposed
system on ITS environments will
strongly depend on:

• the specific scheme selected to
implement the designed set of
credentials,
• the computational capacity of the

involved platforms, and
• the responsiveness required for

safety-related services.

Holdership verification process of a
Camenisch credential is said to take
around 10,45s in a Java card [1].

A vehicle (circulating at 120 km/h)
covers the RSU’s range (1 km) in 30s.
If other communication networks are
used, other possibilities arise.
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Brands Kwon Chameleon Camenish Verheul
[2] [4] [5] [3] [6]

No. of Certificates αδ αδ 1 α α
Workload O(β) O(β) O(β) O(β) O(β)
Accept Non Predefined Control Policies? ✓ ✓ ✓ ✗ ✗

Commercial Implementation U-prove ✗ ✗ Idemix ✗

Unlinkability (Pseudonyms Changes) ✗ ✗ ✗ ✗ ✓

PKI Standard Compliance ✗ ✓ ✓ ✗ ✗

Anonymous Credential Acquirance ✓ ✓ ✓ ✓ ✓

A non anonymous digital credential
will always disclose the actual values
of the holder’s attributes.

An anonymous digital credential will
allow to verify the holder’s set of

attributes without knowing their actual
value.
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Different authorities certify
different attributes
belonging to the same
credential such that, each
authority only sees the
actual value of the set of
attributes it is certifying.

Brand’s Credentials

The holder can proof that
the set of attributes
specified in the credential
satisfy a Boolean formula,
without disclosing the
attributes’ actual values.

ONE PASS CREDENTIALS: Consecutive uses of the same anonymous credential are linkable.

MULTI-SHOW CREDENTIALS: Consecutive uses of the same anonymous credential are NOT linkable.
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From a master
certificate, there
could be various
slave certificates
for different
subsets of
attributes. Slave
certificates are
not linkable.

Verheul’s
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Different blinded
versions of the
same
pseudonym can
be generated
from an initial
certificate. The
new blinded
certificates are
unlinkable.

The actual attribute values are never disclosed. The actual attribute values are never disclosed. The actual attribute values are disclosed each time a
certificate is shown. The identity is not.


