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ABSTRACT

Switched telephone networks are a key and ubiquitous infrastructure. Recent technological advances have
integrated modern and inexpensive systems into these networks in order to use the Internet to place calls
via Voice over IP (VoIP). The evolution of this technology has also led to an increase in the number and
sophistication of the techniques used by criminals to commit fraud. Specifically, with the emergence of
VoIP, attackers can now adapt tools commonly used by cybercriminals, such as botnets, to make their
attacks more complex and insidious. For example, through bots they can dial multiple numbers auto-
matically, enabling them to target a greater number of victims, and do so more quickly. While recent
studies have shed light on how certain parts of this ecosystem work, it is still unclear how attacks on
VoIP systems contribute to this type of fraud. This paper presents a novel VoIP honeypot that captures
voice interactions, in addition to employing low-level telemetry. With the study of how attackers obtain
access to our honeypot and the actions they perform, we present an overview of the most prevalent types
of fraud used in this ecosystem, including unique insights into the origin of the attacks and the destina-
tion of calls made through our architecture. Finally, we analyze in depth the actions taken to study the

different types of telephony fraud.

© 2022 The Author(s). Published by Elsevier Ltd.
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1. Introduction

The invention of the telephone is one of the most important
accomplishments of humankind, eliminating the physical barriers
of time and location and allowing two people from places miles
apart to establish immediate communication. Although it was not
designed to be used as an attack vector, unfortunately criminals
found a way of using it as such in order to make unwanted or ma-
licious calls to perpetrate extortion, scams and spam campaigns.
These calls have been a long-standing and challenging problem,
and are responsible for yearly losses of tens of millions of dollars
worldwide (Li et al., 2018), besides being very disturbing for tele-
phone users, who feel their privacy is violated.

The recent development of Voice over IP (VoIP) has caused
telephone communications to be transferred to a more modern
medium, namely the Internet, making it more convenient and
cheaper for people to contact each other. These benefits have been
well-received not only by ordinary users, but also by cybercrim-
inals, who can now reduce the cost and operational complexity
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of their telephony campaigns, and this technology allows them to
place automated calls with little effort. These calls are typically
made in the form of bot-calls, which are carried out by simple soft-
ware using dialer equipment to generate vast numbers of calls to
a given (or randomly chosen) list of phone numbers. Their aim is
to make contact with an active recipient and trick them into per-
forming the desired action, ultimately making them fraud victims.
Generally, the instructions are transmitted via a pre-recorded mes-
sage but, in some cases, they can eventually be assigned to a hu-
man agent for further interaction, although this becomes a limiting
factor, since human agents may not have time to attend to all the
connected calls.

In comparison with other attacks such as email spam, voice
spam calls are significantly more disturbing because they require
immediate attention; when the phone rings, the recipient must
decide whether to accept the call and listen to it just judging by
the caller ID, which is often “unknown” or even spoofed (Tu et al.,
2019). Even if the user ignores or declines the call, spammers can
send a prerecorded audio message straight to the user’s voice-
mail, thus also having the static factor of email spam. In addition,
these attacks feel more personal, since, typically, people are less
inclined to give their phone number than their email address, so
when an attacker is able to contact them, they gain an advantage
over the recipient, who normally feels confused. Furthermore, most
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email spam is systematically filtered out by anti-spam algorithms,
whereas, at the time of drafting this proposal, this type of counter-
measures do not exist in telephony fraud.

Related works attempt to address the problem of malicious
calls in two ways: i) statically prior to the call being established;
or ii) dynamically during the call. On the one hand, several ap-
proaches have performed call request header analysis (Tu et al.,
2016). However, this type of measures are easily evaded (e.g., by
using a spoofed caller ID (Tu et al., 2019)). On the other hand, re-
cent works have leveraged automated approaches to interactively
deal with unsolicited calls. Works such as Li et al. (2018) propose
machine learning as a means to prevent malicious calls tailored to
the users using features that model the normal behavior expected
(e.g., weekday and time). The authors in Sahin et al. (2017) study
the effectiveness of an interactive voice response system called
Lenny. One of the key lessons in this work is that chatbots can
be used for scambaiting' fraudsters. Finally, other authors have car-
ried out systematic studies to understand technical support scams,
uncovering the call centers underpinning this fraud using Web
crawlers to find scammers, domains and phones on the Inter-
net (Miramirkhani et al., 2016).

While recent studies have shed light on how certain parts of
this ecosystem work, it is still unclear how attacks on VoIP sys-
tems contribute to this type of fraud. In this paper, we show how
fraudsters leverage VoIP systems to build their infrastructure, and
we provide an overview of the current status of VoIP systems and
the risks arising when the system itself, or the credentials of its
users, is compromised. Some of our findings include:

o Attackers use our system to carry out different types of tele-
phony fraud as well as actions that allow them to obtain
greater benefits. In particular, we identify both Toll Evasion and
Revenue Share as being two of the most prevalent types of
fraud. We also report a large number of cases in which at-
tempts are made to call personal numbers (both landlines and
mobiles), which suggests that attacks on VoIP systems are fre-
quently used for fraudulent purposes such as scams or spam
such as those described in Sahin et al. (2017). Our work is
the first to provide a quantitative and qualitative study of how
fraudsters use compromised VoIP systems for fun and profit.

* We uncover the tricks fraudsters use to evade restrictions. For
instance, there are attempts to call numbers using different pre-
fixes to avoid dial-plan restrictions. By causing an error in the
parsing of these numbers, calls to restricted destinations are
permitted. Calls to wrong numbers are also used to check fin-
gerprint honeypots, e.g., when an invalid number gives them
a ringtone. Learning from these tricks enables us to propose
countermeasures against VoIP attacks.

e We find that while a few attacks are random, many others
are aware of the context surrounding the target of the attack,
namely the callee. In particular: (1) fraudsters are aware of the
mechanisms used by reputation systems to block connections
from TOR nodes or known VPNs, and consequently 50% of IP
addresses come from compromised servers that belong to host-
ing companies; and (2) fraudsters try to maximize the success
of their attacks by calling during office hours or hours when
there are usually people at home.

The rest of the paper is organized as follows. Section 2 provides
an overview of the system, the experiments carried out and the
ethical considerations. Section 3 presents the data analysis from
our experiments. Section 4 describes the limitations and key find-
ings of our study. Section 5 discusses the proposals from the com-

1 The act of wasting the time and resources of scammers.
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munity regarding malicious calls. Finally, the conclusions are pre-
sented in Section 6.

2. Methodology

To understand how VoIP services are misused, we deployed a
honeypot and monitored the accesses and actions that took place
through it. Fig. 1 shows the methodology followed in this work.
First, we describe the architecture of our system and the exper-
imental setting. Next, we describe the vulnerable user accounts
that were added to our system so that attackers could gain access
through them. Finally, we describe the analysis carried out and the
ethical principles followed in this work.

2.1. System overview

Our honeypot runs on top of a custom infrastructure with a
number of VoIP accounts. The architecture consists of a Virtual Pri-
vate Server (VPS) hosted in Germany, and we fortified this server
to prevent unauthorized access to services that were not rele-
vant to our study. We built an Asterisk-based Private Branch Ex-
change (PBX) (Sangoma Technologies, 2021), which is a popular
open-source communications framework. We decided to use a real
server instead of an existing honeypot because honeypots tend
to be more limited in terms of interaction and can be detected
through simple fingerprinting (Vetterl and Clayton, 2018). We con-
figured our server to allow any type of call from a properly au-
thenticated user and we redirected the calls to an enabled private
extension to simulate that the call was being handled correctly. All
the accounts were subscribed to a specific dialplan that limited
outgoing calls to a predefined set of countries and we restricted
calls to premium numbers. The reason to restrict calls to some spe-
cific places is to simulate the legitimate behavior of a configured
PBX via which it is only possible to call certain destinations.

We populated our VoIP system with a number of user names
and passwords, as described in Section 2.2. Each of the accounts
deployed belonged to a specific context on the server and was
linked to one of the dialplans that were set up. Thus, accounts
linked to a dialplan in the US, for instance, could only make calls
to the US. As a result, all the calls that matched the established di-
alplan were redirected to one of our extensions to make fraudsters
believe that the calls were successful. Our system then collects logs
from Asterisk in order to perform a data analysis as described in
Section 2.3.

2.2. Accounts

We designed two experiments whose aim was to differentiate
how attackers gained access to our honeypot accounts.

Weak user credentials. We set up a set of 30 user accounts with
weak passwords. The user accounts were numerical identifiers de-
signed to reproduce a setting similar to the one used in large com-
panies or universities. Thus, each user (phone) was identified as if
it were a phone extension, and this same extension number was
used as the password. We only used numerical user IDs and weak
passwords in order to promptly capture automated bots running
brute force attacks against VoIP services.

Strong user passwords. Our second experiment sets user ac-
counts by using: i) numerical users, similar to how they were
created in the previous sections but this time using randomly
generated strong passwords; and ii) common users created with
the concatenation of a name and surname. For the generation
of random names and surnames we used Enron’s public email
dataset (Klimt and Yang, 2004). This dataset was made public
when the investigation into the Enron company ended. We ex-
tracted all the names and surnames, and randomly generated
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Fig. 1. Methodology.

dummy identities which we used to create users in our VoIP sys-
tem. For this latter set of users, we generated the passwords by
concatenating a long list of different dictionary words to simulate
passwords created by the user that can be remembered.

Account leak. The next phase of this experiment was to leak
the credentials in a controlled experiment in which we recorded
the user name and the source of the leak. We chose a series
of paste sites and underground forums to leak credentials since
these sites are often used to publish credentials stolen from dif-
ferent Internet services. We leaked 70 accounts to different cho-
sen places, with 30 of them being published on paste sites such as
pastebin.com, paste.ee and pastebin.xyz. Another 20 accounts were
published in underground forums such as offensivesecurity.net and
blackhatworld.com. The remaining 20 accounts were leaked in
prominent Russian underground forums. We tried to mimic the
way in which information leaks from other services have occurred.
As it is not a publicly known service such as gmail, facebook, etc.,
we also included the IP address and port of our VoIP server.

2.3. Data analysis

In this phase, we performed a data-driven analysis on the ac-
tions carried out in our system by the attackers and on the meta-
data that could be extracted from the attackers that interacted
with our honeypot. In particular, our analysis first aimed to char-
acterize the features of the IP addresses we received connections
from. We then reversed the password used by the attackers when
attacking the authentication mechanism of the VolIP server. Finally,
we analyzed both the phone numbers and the metadata inferred
from the call attempt. We describe all this in greater detail below.

IP address analysis. We analyzed all the metadata associated
with the IP addresses that interacted with our system as well
as the open ports of the systems associated with them. We an-
alyzed the location of these addresses to discover the origin of
the attack and we also checked whether these addresses appear
in lists of known proxies or bots. Finally, we consulted the Au-
tonomous System Name to which the IP addresses belonged as
well as the open ports and vulnerabilities presented by the systems
that were running behind them. It should be noted that no type
of active scanning was carried out on these IP addresses and that

——> Phone fraud
i
o
INVITE Q .
Generate
< nonce
401 Unauthorized

Algorithm: MD5
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Username:3001
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Fig. 2. Authentication message flow in the SIP protocol.

open-source tools available through the Internet were consulted
(e.g., Shodan (2022) and IP Intelligence (Getipintel, 2022)).

Passwords. Although in the first version of the SIP protocol the
passwords travel in plain text through the network, in version 2
the SIP protocol uses a mechanism based on challenge/response
to carry out user authentication (Strand and Leister, 2011). Fig. 2
shows the exchange of messages when a user fails to authenticate
through the INVITE method. Unlike the REGISTER method, which
registers the device and tells the server where it should direct the
calls destined for that user, the INVITE method allows calls to be
made without registering the device on the server.

Basically, the client sends an INVITE request to the server,
which returns a message saying that it is not authorized, and in
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which it transmits a nonce and the realm to authenticate. The
client computes the response using Algorithm 1 and sends it back
to the server. Finally, the server computes the response and, if it
matches the one sent by the user, it will send a correct authen-
tication message, or in this case it will send a message that the
authentication has not been carried out successfully.

A = MD5(user : realm : password)
B = MD5(method : sip : uri) (1)
hash = MD5(A : nonce : B)

Therefore, the server never sees the plain text password used
by the client, which in this case is the password used by the at-
tackers to try to identify themselves to our server. The authentica-
tion message flow of the REGISTER method is the same, with only
the method parameter changing when computing the response. By
using all the data collected from the authentication messages, we
obtained all the variables in Algorithm 1 except the password since
it is not transmitted in plain text over the network. Therefore, we
used a dictionary of the most common passwords to apply brute
force and find the most frequently-used passwords on our system.

Phone numbers. We analyzed all the phone numbers that the at-
tackers tried to call through our system. We parsed these numbers
to extract information about whether the number was valid based
on the patterns that phone numbers follow around the world. We
also extracted the location of the phone number based on the
country code and the area code, as well as the type of phone num-
ber (e.g., land-line or mobile).

Call analysis and phone fraud.We analyzed the calls that were
made through our system by looking at the timestamp of the calls
that were attempted in order to check whether the calls were
made while taking into account the local time of the destination or
whether they were automated calls that did not use this informa-
tion. Therefore, on the basis of the type of call, we classified it ac-
cording to the type of fraud that was being attempted through our
system and the benefits that attackers could obtain through this
type of fraud. For the identification of the types of fraud we rely
on the taxonomy described in Sahin et al. (2017), which systemati-
cally explores the different types of fraud in telephone networks as
well as the techniques and benefits obtained by fraudsters. Fig. 3
shows how we apply the taxonomy in our scenario to identify the
type of fraud that is being carried out in the call attempt. Once
the fraud scheme that is being attempted is discovered, we iden-
tify the possible benefits as well as the techniques and weaknesses
that allow this fraud scheme to be carried out.

2.4. Ethics

We followed the ethical principles for Internet-mediated re-
search in Anabo et al. (2019), which in turn stem from The Bel-
mont Report (Miracle, 2016) and the Menlo Report (Dittrich et al.,
2012). We addressed the challenge of obtaining informed consent
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Table 1
Summary of the actions performed on the VoIP server.
Calls
Type Weak credentials  Strong credentials
Call attempts 306,044 713
Unique phone numbers 211,113 319
Valid phone numbers 10,731 141
Possible phone numbers 34,913 98

from unknown Internet users through the beneficence principle and
by making a risk-benefit assessment. On the one hand, we imple-
mented strict mechanisms to minimize risks, reducing the harm to
mere annoyance. On the other hand, our honeypot effectively re-
duces the surface of the attack and prevents criminals from ben-
efiting while depleting the resources of the attackers. We also
gained an understanding of the underlying ecosystem that can al-
low the community to further tackle telephony scams. Finally, by
granting attackers access to our VoIP we deterred them from using
other compromised VoIP systems. Our risk-benefit assessment was
evaluated by our Institutional Review Board (IRB), who considered
our decision-making ethical and have approved this study. We next
detail the measures we adopted to minimize risks to privacy.
First, we limited the usage of our VoIP system by redirecting
calls to a private extension, thus preventing these calls from be-
ing forwarded to their actual recipient. Second, we restricted the
scope of our experiment by limiting the number of target coun-
tries. Although no external calls were made from our system, we
simulated that these were being made by calling a private exten-
sion created for this purpose, so attackers might believe that these
numbers existed and try to call from other systems. Finally, for
the analysis of the metadata of all the attackers of the system,
no active scan was performed. Instead, third-party services (e.g.,
Shodan (2022)) were used to obtain information and geolocations.

3. Data analysis

We ran the experiment for a period of around 4 months for ac-
counts with weak credentials. After those 4 months, we blocked
access to those weak accounts and created new accounts with
strong passwords, as described in Section 2.2. This experiment
lasted around 2 months. During the course of both experiments,
we monitored the actions performed on the VolIP server, collecting
information for further analysis.

3.1. Overview

We deployed an Asterisk-based PBX server for our experiment.
During the first period of the experiment, the server used accounts
with weak credentials, while in the second part of the experiment
the server used accounts with strong credentials. After parsing the
information collected on our system, we detected 2209 unique IP
addresses on the server. For the first period, all the accounts that
were created in the VoIP system were accessed. On the other hand,
out of the 70 accounts we leaked, 20 were accessed, with 12 of
these having been leaked in underground forums and 8 on paste
sites.

We logged the actions performed with all the accounts, which
can be summarized in Table 1. We can see that the total number of
call attempts is around 300 K. Unique phone numbers amount to
about 200 K and represent the total number of different phones
to which calls were attempted. We used the phonenumbers li-
brary Drysdale (2022) to validate the phone numbers. This library
maps out a taxonomy of phone number patterns of all the coun-
tries worldwide and indicates whether the phone number is valid.
We considered phone numbers as possibly valid when we saw
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Fig. 4. Cumulative number of calls attempts (weak and strong credentials).

numbers that did not contain the country code but would be valid
for a local dialplan in at least one country. For example, a number
that does not contain the country code +44 (UK), but is a correct
number when calling from a UK dialplan. As these numbers are
often correct in different regions, we can not determine the exact
destination of the call. The total number of valid and possibly valid
phone numbers was around 10 K and 30 K. It is important to note
that the library indicates whether the number is valid based on the
dialing plan of that country, but it does not mean that this number
is currently owned by any user. By observing the results, it can be
seen that the number of call attempts is much higher during the
time that the weak credentials experiment lasted. These calls are
usually generated by bots that are scanning the Internet for active
VoIP servers and are looking for valid credentials by brute force
and, once they find them, they start generating calls. On the other
hand, when using strong credentials, attackers could not success-
fully access the honeypot using brute force, and therefore we are
confident that the access was through the password leaks made
through forums or paste sites. As expected, the number of accesses
was lower, and there may even have been curious accesses made
by attackers who were interested in seeing whether they could call
for free.

Regarding the call attempts, we analyzed their timestamps for
each day of the experiment. Fig. 4 shows the results of this analy-
sis.

It can easily be seen that, during the experiment with weak
credentials, the number of calls increased daily while remaining
constant at the end of the experiment, which is when strong pass-
words were used. In addition, the first calls with weak credentials
occurred within a few hours of putting the server online, while
with strong credentials, the first calls occurred around 20 days af-
ter leaking the credentials of the user accounts.

3.2. IP address analysis

In this section, we analyze the IP addresses that interacted with
our system. In total, 1280 and 1188 unique IP addresses interacted
with the server with weak and strong credentials, respectively. Be-
tween the two sets of IP addresses, 259 match on the two servers.
Out of all those IP addresses, only 244 and 19 successfully logged
in. The number of IP addresses that interacted with both servers
is very similar in terms of the number of different addresses de-
tected. However, it is important to note that the strong credentials
experiment started immediately after the weak credentials one fin-
ished, and only 259 IP addresses coincide between the two exper-
iments, which seems to indicate that, either the actors that were

Table 2

Top 20 sources and destinations of calls with weak and strong credentials. The
table represents only those calls for which it was possible to extract the phone
number’s geographical location.

Weak credentials Strong credentials

Src Dst Calls Src Dst Calls
DE UK 822 PS us 78
us UK 742 PH cu 33
NL UK 488 PH PH 25
NL FR 407 PH UK 11
NL RU 387 PS ES 8
NL us 355 PS IL 6
NL BO 313 PH BJ 5
NL BQ 294 PS UK 9
us SG 273 us us 3
NL AW 273 us UK 3
NL LK 270 us EG 3
NL 1Q 255 PH us 3
NL cw 213 PH TN 3
NL AM 207 PH SI 3
NL GT 191 PS JE 3
DE M 176 PS CH 3
DE RS 172 PS FR 3
us JP 171 PS AT 3
NL PE 171 DE FR 3
NL P 171 CH RU 2

actively searching for online servers changed their IP address to
avoid blacklist bans, or those that might have been compromised
servers detected the intrusion and closed their access.

Location. We depict the source of the IP address in Fig. 5. Blue
points represent the origin of the IP addresses that interacted in
the experiment with weak credentials, green represents the origin
of the IP addresses that interacted in the experiment with strong
credentials and red represents those IP addresses that matched in
the two experiments.

Germany is the most common location with 21.9% of the IP ad-
dresses collected, followed by the Netherlands (20.8%), the United
States (14.9%), France (12.1%) and the Palestinian Territory (10.2%).
It can be seen that there is a large group of IP addresses in the
same zone that tried to interact in the strong credentials experi-
ment. This may be due to a side effect of the lack of success of the
brute force attack.

We also investigated the origin and destination of the calls that
were attempted through our system. We only considered those
calls made to valid numbers and from which the geographical lo-
cation of the telephone number could be extracted. Table 2 shows
the top 20 sources and destinations of calls that were attempted
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Fig. 5. Geographical map of the location of the IPs that interacted with our system.
with both weak and strong credentials. It can be seen that in Table 3
the experiment with weak credentials most of the calls were at- Top 30 most common open ports.
tempted from the Netherlands, while with strong credentials they Num.IP  Port ~ Num.IP Port Num.IP Port
came from Palestine and the Phlllppme.s. It should .be noted that 204 30 65 245 16 995
this source may not be the actual location of the different actors, 301 443 60 8089 45 465
but may be hidden behind some proxy, Virtual Private Network 289 22 58 5985 44 500
(VPN), hostings or similar system with the IP address of those 163 5060 56 143 44 137
countries 116 3389 55 993 32 8000
> . 92 53 49 1723 32 2000
Hostings. We also analyzed the IP addresses through public ser- 89 21 49 110 29 5229
vices (e.g., VirusTotal or shodan) to search for information and see 85 123 48 111 27 8443
whether there were relationships between them. Although some IP 75 25 47 8080 27 2087
73 3306 47 587 27 2082

addresses were previously associated with certain malware sam-
ples and domains, there does not seem to be a clear relationship
between them. However, on the basis of information about the
organization or ISP to which they belong, they do indicate that
certain IP addresses were related to each other. By consulting the
public databases of IP address information services, we found that
around 45% of the IP addresses that appeared in our system belong
to hosting services. We plot a graph with the different IP addresses
that belong to hosting services together with their autonomous
system (AS). Fig. 6 shows the connections between the different
IP addresses collected. It can be seen that large groups of IP ad-
dresses belong to the same organization (e.g., Online S.A.S or OVH),
which seems to indicate that these sites may have been compro-
mised and used by fraudsters to hide their identity or that these
hostings are less restrictive when it comes to banning clients that
generate fraudulent traffic. We also consulted the IP addresses via
an intelligence service (Getipintel, 2022), which uses probabilistic
techniques and machine learning models to determine whether an
IP address is a proxy, a VPN, a hosting service, tor node, etc. Given
an IP, the system returns a value of 1 if the address is explicitly
banned from their lists. Otherwise it returns a value between 0
and one, indicating the probability that it is a bad IP. According to
the results obtained, 477 are explicitly on their blacklists and 41
have a value greater than 0.98, indicating that these IP addresses
have a high probability of being proxies, vpn’s, etc.

Open ports. We analyzed the open ports of the IPs that appeared
in the logs of the VoIP system. Table 3 shows the most common
open ports among the IP addresses collected.

We observe that there are open ports of common services, such
as HTTP, SSH, SSL, SMB, FTP or RDP. Also, one of the methods used
by attackers to compromise systems is through any of these ser-
vices, either because of some vulnerability or through the use of
weak passwords to access through SSH. In fact, most botnets in
the IoT ecosystem infect different devices through the use of weak
passwords in services such as SSH or Telnet (Antonakakis et al.,
2017; Kambourakis et al., 2017). Another curious circumstance that
we found regarding open ports is the appearance of ports 5060
and 3389. The former is a port belonging to UDP and which is
the default port used by VoIP systems. This seems to indicate that
they are tracking other VoIP systems and searching for (or using)
passwords from other VoIP systems to use them on their system
and make calls through other users. The latter is the port used by
the RDP protocol, which is used for the remote Windows desktop.
The RDP protocol contains a recent vulnerability known as Blue-
Keep (Microsoft, 2019), whose exploit was made public in the
summer of 2019 (Proffitt and Wolf, 2019). This vulnerability allows
the execution of remote code and could be used by attackers to



J. Carrillo-Mondéjar, J.L. Martinez and G. Suarez-Tangil

Computers & Security 119 (2022) 102758

As6078 @easew@MeM @nds B.V.
000¢ B
0270 00c0 080 o
V2L o o
o2 s23gnpashack, Lo ® e )
mest 9
AS46475 Lilr dh%‘i\@tworks Inc. ®
TEs e cAS363 ; ssing
®So0 Onosuou China UM?&, Prsneyyenin b 7] )
(o] [ ‘
° As‘,zwg’s@:%@ LLC AS29066 Ngsalgfpe GmbH
[ AdSh2e@irato AG ° oo
AS61317 Digital End e.mologlesl.(lq. ® % O OO o) (] O 8
AS213371 TWORKS® /e o © 0  aswmm@anrsa o A\
as20162 1G5 The il AS23033 WOWIAEK.COM @ rc1262 shienet s 00 nsmm Hoagom e @O As43350 NForce emQtammem B.V.
® 00 ASBMS s B e .Aswasos@mﬁ Software sigo. s‘: ai A551157.C @nbH O
o ﬂ
(] @0 o
o 00051 Bafboorle -F2C
PR Y e ‘5”““’" A d!“.“’" asa7eg u‘ THEH uunou WA AL-TECHNOLOGIA CO
Asﬂs&&f@mbuxNﬂ»@s de Horuras 5. de R L Axieonns A. jrie Inc
3 e w'leégye' As,,& ) X}.ws‘ w.-cnbmn @emynk Nerwmk Inc. nsc tion inc.
AS”ﬁ?}’ Tele As}a @.)lmlted A AS19318 In@server, Inc Dass; gger n‘s"s‘ Cincin@ Bt @lephane Co
;. o o A SRRt & psen S
(o] OO A‘/. Ai:s;:n SECURED SEBVERS LLC (4, W’” LessewelBEoschiand GrlBH D " eflow i Marco Brame®
o 25210116 Quintie M@ Ganeral Trading Co. , (] —— oo m.w"m — lebO sn‘n province
Py olume inc n.‘ﬂv
% 0 &% IR iy Par O 5 smm i %
AS34300 H!el@l‘)&smogL astases3hgyha s u ® o © Asszu:!d t SARL Ao s
1177 THI 1
AS208666 ESTRO WE S PRIVATELIMITED " & ititiioreer o o. ‘“”““"s"'"m“"c Asz131 gycBnansge A ;,'""*"“'“ As2 ber ine
e ° 187 Racispace IT @B T ivlmq Providegiong Kong 7533984 Suflblanet ombr‘\ A oalarated " foes; jomak
aszs73 W Wessses ...n.... 1 Services, Laa
s sy romaue ST Colbocneyua g | asoggre@unen: s et s14o n, LLC
Y mi . omyi® Servidore:
AS16125 UAI ers AS25054 28 coﬁumm I SR Srtiet e Filicetcn a1k ® ASistes Q"?‘f

3037 CHINA ) Backbo
L

AsASGZIJnY-IN-M:InIama ol Beway

s4134
A@lﬁl 4D&&

entres Limil

AS43505 000 Nenwun(ﬁ data-cgnters §ew;ne
0o As LEASEVEB UK uMnED‘S”WW." oo Aszbﬂm Named GaM Vira Co. (PJ
AS45820 Tata 1....“:.. 15P AS

AS35393 CTS Computers and Tdikcor 0 Aoy O Gw. e

B sqyn As
(©A563128 Strong@kchnology. LLC.
AS15975 Hadara Te Iog;e@uvale Sharehglding Compar
o AS20860 IOMART CL( SERVICE ITED-AS8$53 cnwbmx-s e
AgaQ Sugj«m-u jong. KuQ] Limited .| emv 1 ea Bl o 0“0 Baxet
ASB075 Mictosaft Cu(por{on

NG Dot ““0"’“" AS50113 NTX Téhnofdgies s.r.0.

oRst. suondlrcmnongy L8 O °
o
AS46562 Total Seﬁcglmmnj L c.
As:m51 So

®

egfmologles Inc.

AS24940 ine GmbH

Ag25697 ud UsAnc
AS12975 ecomn&lc.lno Coggpeny (PALTEL)
As208727 G

AS51447 RootLay@web Services Lid

AS197540 mbH

Le..ée., Ush. inc.
Group, s, ® % 519565 Joe tacent ev
up, | AS51430 :ﬂm baSpA
13 intormationa@d@luring syste n.m ‘52“‘ ’“’“" T

S)
gsarrzunmdtigenree &1 g & R K eowos®

5470 gt India Put. Lid
A$3320 Deuts@e@iekom AG

As387423 T Nerechngiaies Licqy

e
As‘x“wom Verilferkezi Hiinetleri AS. . ®
AS45671 Wholesa@Segyices Provider
9624 DA Room Inc A

Asmm uxoea-?asem s Lindited
60 Stackihta N@work LLC
§@Netcom KasselGesellsghaft fuer TelekomMunikation mbH

®524560 Bhart Airtel @Y., T .‘3 rvices.
eD ASZU )5 UAB Host Baltic
rive  rssis2 prilte @her NG

ASS5720 quah.oxlmv Sdn Bhd
AS53624 Licils w.n‘L Le

As18450 @ONX, Inc:

AS20454 SEGURED

SERVERPLLC
AS396073 Maj tihg Solutions, LLC

As16! om, Inc.

E S.AS.

and Information Technology LTD

AS188046 JetNet for |3mmwn,xnnoh’ag’m«mmmunmmm Limited Liability Company
AS51765 Oy Credioil Hosting Solugigh Ltd
[ X J

As;i/s.d:r:-d

Fig. 6. Relations between the different IPs collected that belong to hosting services.

compromise systems and use them for their interests, such as at-
tacking the user credentials of a VoIP system or as a proxy to carry
out their attacks and not reveal their real IP address.
Vulnerabilities. We consulted the IP addresses through open
source intelligence services (e.g. Shodan) in order to obtain the
vulnerabilities detected in the services that are exposed to the In-
ternet. Of all the information collected, we found 495 different
Common Vulnerabilities and Exposures (CVEs). Fig. 7(a) shows the
distribution by year of the vulnerabilities that were collected. It
can be seen that there are vulnerabilities that were discovered
more than 10 years ago, so it seems to indicate that not enough
attention has been paid to these servers by their administrators.
Also, it can be seen that they are mostly recent vulnerabilities,
and that the maximum peak is reached in the vulnerabilities of
2016. It is important to note that these open source intelligence
services, shows the current vulnerabilities based on the software
version that is running, but do not check whether the vulnerabil-
ity actually exists. We obtained information on each of the CVEs
in the public database of Cvedetails (2022). Each CVE has an as-
sociated score that indicates the criticality of the vulnerability and
its impact. Fig. 7(b) shows the distribution of CVEs based on the
score collected for each one in cvedetails. It can be seen that most
of the CVEs have a score between 4 and 8, which corresponds to

medium (4-6.9) and high (7-8.99) vulnerabilities. We can also ob-
serve that there are several CVEs with a high criticality index (9
and 10). Among the critical vulnerabilities that exist, most of them
are related to the Hypertext Pre-Processor (PHP) interpreter. In ad-
dition, vulnerabilities appear in Windows systems with the Remote
Desktop Protocol (RDP) and the Server Message Block (SMB), which
are widely known for the impact they have had throughout the
world (s.r.o, 2017; Mitre corporation, 2019).

3.3. Passwords

In the Asterisk security event log, you can find the hash com-
puted to carry out the authentication, as well as the nonce sent by
the server and the other parameters necessary to calculate the re-
sponse, except for the password used by the user to authenticate.
We parsed the security logs to find each of the fields necessary
to compute the response for each of the server’s failed attempts.
Since we have all the data, except the password and the response
hash, brute force can be applied by generating a response for a
given password and checking whether the resulting hash is equal
to the hash that the user sent in the authentication process. We
applied brute force to each of the failed authentication attempts
by using a dictionary of the 1000 most common passwords from
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Table 4

Top 30 most common passwords used in our system.
Rank  Passwords Hits Rank  Passwords Hits Rank  Passwords Hits
1 1234 7944 11 abcd1234 5330 21 asdfg 2330
2 123,456 7006 12 123abc 4911 22 1111 2050
3 1000 6481 13 12,345 3501 23 8888 2023
4 password 6103 14 test123 2921 24 9999 2022
5 pass123 6032 15 qwe123 2540 25 1q2w3e 2018
6 12,345,678 5563 16 asd123 2531 26 1,234,567 2016
7 123,123 5545 17 test 2491 27 111,111 2000
8 abc123 5541 18 password123 2466 28 123,321 1995
9 0000 5442 19 admin123 2423 29 123qwe 1972
10 4321 5431 20 secret 2369 30 123,456,789 1971

Table 5
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Fig. 7. CVEs collected from the different IPs that interacted with our honeypot.

Miessler and Haddix (2022). In total, we managed to find 411,497
passwords for all the failed login attempts that occurred on our
system (less than 1%). Table 4 shows the top 30 most commonly
used passwords of all those found by brute force. The low percent-
age of cracked passwords could indicate that attackers are using
larger dictionaries or even algorithms to generate passwords based
on username. In the experiment with weak credentials we used
as username and password the SIP extension and all the accounts
were compromised, so it is likely that they use an algorithm to
create passwords based on the extension they are trying to find.

3.4. Calls and fraud classification

In this section, we present the different destinations of the calls
made as well as the types of fraud identified.

Types of phone numbers that attackers tried to call.

Type of phone numbers Valid phones  Possible phones
Mobile 7517 26,649
Landline 1901 1616
Premium rate 514 225
Landline or mobile 357 1393
Universal Access Number 180 138
Personal number 131 21
VoIP 125 317
Shared cost 62 158
Pager 55 55
Toll free 30 1418
Voicemail 0 21

Origin of phone numbers. We analyzed the numbers to which
calls were attempted in our system. As we discussed in Section 3,
we found a total of 10,872 valid numbers (for both strong and
weak credentials) and 35,011 possible ones. We plot the geograph-
ical information of the valid phone numbers on a map to depict
where the calls that were attempted were directed. Fig. 8 shows
a heat map of the different phone numbers found regardless of
whether they were called with strong or weak credentials. The
numbers can be mapped to the region to which they belong, and
not the exact location of the call. We can see from the heat map
that most of the unique phone numbers belong mainly to Europe,
Africa, Russia and the Havana and Cuba area. However, the most
frequently called countries were the United Kingdom, the United
States, Russia and France with 3028, 1063, 435 and 428 calls, re-
spectively.

Types of phones. The type of phone numbers which the attackers
tried to call was extracted. We used the phonenumbers library to
obtain the type of phone number based on the patterns that each
country uses for its phone numbers. In some regions, there is no
distinction between landline and mobile phone numbers (e.g, the
USA), and these cases are included in the landline or mobile num-
bers category. Table 5 shows the different phone numbers found
that were either valid or possible. It can be seen that most of
them belong to mobiles or landlines. It is important to note that
the possible numbers are local ones that could be valid in some
region and, therefore, are not completely accurate since some re-
gions have similar dialing plans and it might be the case, that this
number is of another type depending on the region to which it
belongs.

The rest of the phone numbers are as follows:

e Premium rate. Telephone numbers through which different ser-
vices are offered and whose call prices are higher than a con-
ventional call.

e UAN. This is a phone number that allows a company to have
several lines associated with it. In this way, when the UAN
number is called, one of these lines will be reached depend-
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Fig. 8. Geographical map of the location of the phones.

ing on, for example, the geographical location or the time of

the call.

Personal number. This corresponds to virtual phone numbers

belonging to the United Kingdom. These phone numbers allow

the routing of phone call to another number and have been re-
ported as being used for fraudulent purposes such as fraud or

spam Ofcom (2016).

« VoIP. Phone numbers that are assigned to a user instead of a
specific phone line. These are contracted through VoIP service
providers.

o Shared cost. Telephone numbers for which the cost of the call
is divided between the owner of the number and the caller.

e Pager. Phone numbers assigned to devices that are capable

of receiving and displaying messages, also known as “beep-

ers” (Wikipedia, 2022).

Toll free. These are free phone numbers for the person making

the call, as the cost is billed to the owner of the phone number.

The rest of the telephone numbers that attackers attempted
to call are invalid, that is, the size or dialplan does not match
any region. However, most of these numbers do consist of
valid numbers that have been concatenated with numbers or
symbols at the beginning. For example, the telephone number
“*0000000000**4412XXXXXXXX" is not valid, but it can be seen
that, if the initial part is omitted, the number that remains is a
valid number? with country code 44, which is the code for the
United Kingdom. This pattern is repeated for all the invalid num-
bers with different digits, symbols and size. We believe it may be
a way to try to evade the established dialplan or to know whether
they are in a honeypot. For example, if calls to numbers that are
not valid give a ringtone, it may indicate that the system is a hon-
eypot.

2 We have replaced part of the original number with the letter X so that it cannot
be recognized.

Types of fraud. As we mentioned in Section 2.3, we rely on the
taxonomy described in Sahin et al. (2017) to identify the different
fraud schemes that were attempted through our system. This tax-
onomy identifies the different weaknesses and techniques that lead
to the different types of fraud and the benefits that they can gen-
erate. First, we look at the different fraud schemes identified and
the possible benefits attackers can obtain through them. Then, we
examine the weaknesses and techniques that allow fraudsters to
carry out such actions. The fraud schemes detected are the follow-
ing:

 Toll Evasion Fraud. This type of fraud is the best known and
most widely used over recent years in telephone networks. It
is based on making calls without having to pay the charges
of the call, which are billed to another party. In this specific
case, when accessing the user accounts of a PBX to call, it is
the owner of the PBX or the user of the compromised account
that is charged for the calls. The benefits can range from simply
not paying for anonymous calls involving criminal activities to
committing other types of fraud. All the calls that were made
were with compromised accounts, so the attackers did not pay
for the calls.

Revenue Share Fraud. This type of fraud occurs when an agree-
ment is made between an operator (or a third-party service
provider) and a fraudster in which the latter is responsible for
making telephone calls to certain numbers owned by the for-
mer (e.g., international premium rate service numbers), gener-
ating a revenue which is then shared between them. The ben-
efit of this type of fraud is purely economic, and the more
call traffic that is generated, the greater the benefit will be
for the fraudsters. As can be seen in Table 5, calls were made
to premium numbers, which allow attackers to obtain bene-
fits through these special rate numbers. Also, it can be seen in
Fig. 8 that a large part of the telephone numbers belong to the
area of Havana and Cuba. These numbers maintain a dialplan
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similar to that of the United States, although many correspond

to special tariffs.
e Voice Spam and Scams. This scheme includes any type of un-
wanted or abusive calls, such as spam calls or scams. These
calls can be made in many ways, from a phishing call posing as
a company to telemarketing and robocalling with prerecorded
messages. The possible benefits that can be obtained through
this type of fraud include collecting information about the users
(e.g., whether the phone belongs to a real user), and convincing
or deceiving the recipients of the call to carry out some action
that could also have some economic benefit for the fraudster.
Most calls could be classified as this type of fraud, in which
attackers could use compromised VoIP systems to launch scam
campaigns or to find new potential victims.
Wangiri fraud. Also known as callback scam or ping call, this
is a specific type of voice spam or scam fraud that consists in
making a missed call with the aim of making curious users re-
turn the call. A key feature of this type of fraud is the use of
caller ID spoofing. We can identify this type of scam by observ-
ing whether there was any attempt to modify the caller ID and
by checking whether the time from the beginning to the end
of the call is just a few seconds. The possible benefit that the
attackers obtain from this type of fraud is economic, since the
telephone number is owned by the scammers and they obtain a
benefit from the calls received. About 200 calls tried to change
the caller ID (we discarded those that tried to change it to the
anonymous caller ID).

The techniques and weaknesses on which these types of attacks
are based within the VoIP system are similar. Basically, part of the
problem of fraud over mobile phone lines comes from the inter-
connection of multiple technologies and the existence of a large
number of operators and services. There is a lot of variaton in the
regulation and laws concerning telephony between different coun-
tries, which has contributed to an increase over recent years in the
amount of telephone fraud. In our experiment, attackers gained ac-
cess through accounts with weak passwords and account leaks on
different paste and forum sites. Although this was done on purpose
in order to know what happens when fraudsters have access to a
system, it often happens that users with little security awareness
use weak passwords and unwittingly allow third parties to access
their systems. The techniques available for VoIP aim to compro-
mise a PBX server or user accounts to make calls, even simultane-
ous ones, in order to increase a fraudster’s benefits. Fraud schemes
can be related to each other since, in this case, all schemes start
with avoiding the cost of the calls that are made. It is important to
note that no type of fraud was committed through our honeypot
since the calls were directed to an internal extension and were not
routed to the telephone network.

3.5. Clustering campaigns

In this section, we compute the relationships between the
source IP addresses of the calls and the valid telephone numbers
receiving the call. We depict the relationships in graph form in
Fig. 9. Larger nodes represent source IP addresses, while smaller
nodes represent valid phone numbers. The edges connect the IP
addresses and phone numbers to which calls were attempted and
their thickness represents the number of calls. Black telephone
numbers represent those numbers that have a special rate (i.e., in-
ternational numbers with a premium rate, Montserrat, Barbados,
etc.), while black nodes representing the origin of the call indicate
that they tried to change the caller id to another phone number
(we discard anonymous caller IDs from the representation). The
gray clusters represent those IPs that only made one valid call and
whose phone number is not related to any other IP addresses.
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Now we have grouped the relationships between the source
and the destination of the calls, together with the type of fraud,
we can analyze the the different clusters. This enables us to draw
the following conclusions:

o There are different IPs that are related by the phone numbers
they call, as some of them match for most of the phone num-
bers. This indicates that they belong to similar campaigns. For
example, the pink and the green clusters are campaigns that
target different objectives. The former cluster focuses mainly on
the UK, while the latter cluster has a more international objec-
tive, including various countries, such as the US, India or Ger-
many. The former campaign mainly leverages IP addresses be-
longing to known VPNs or proxies, while the latter uses IP ad-
dresses that are more scattered and that include residential IP
addresses (i.e., bots connecting directly from the home network
of the victims).

e We can see campaigns with a particularly characteristic topol-
ogy. For instance, there are campaigns with IP addresses that
only made calls to a single valid telephone number. This hap-
pens when there are campaigns that are targeted. We can also
see cases where the phone number was used to check whether
the credentials work (i.e., leaked credentials in a forum) or at-
tackers checking whether they could make valid calls (i.e., as a
previous step before making a brute-force attack).

e Most of the campaigns were motivated by an economic bene-
fit as their main incentive, mostly through the use of special
rate or premium numbers. We can also see campaigns launch-
ing unwanted calls to phone numbers of common users, namely
SPAM calls.

e Only a few campaigns tried to change the caller ID to another
phone number, presumably controlled by the attacker, and if so,
it would be the Wangiri fraud. Among these campaigns, only
two of them share a destination phone number, implying that
the other campaigns can be attributed to different actors.

3.6. Timestamp analysis

In this section, we provide a timestamp analysis focused on
calls to the United Kingdom and the United States, which are the
two countries that were called the most (based on the numbers
obtained as valid and for which it was possible to obtain data on
their geographical location). We use local time for both countries
on the basis of the time zone to which the phone number belongs.
Fig. 10 shows the graph of calls to each country, distributed both
by the times at which the call occurred and the day of the week,
regardless of whether they were made in the experiment for weak
or strong credentials. By looking at the graphs, we can observe that
the time of the calls is targeted at the local customs, that is, they
are mainly made during office hours and between 8:00 and mid-
night, when it is common for people to be at home. Also, it can
be seen that, for the UK, a percentage of calls were made between
00.00 and 03.59, which could indicate that certain types of bots
make calls once they access the system regardless of the time or
day.

Regarding the day of the week, we observe that calls were
made on any day and that in the UK the number of calls spikes
on Thursday, Friday and Saturday. By contrast, in the United States,
the number of calls per day is similar, reaching its peak midweek.

4. Discussion

In this section we discuss the limitations of our work, as well
as the findings of the study.
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Fig. 9. Clustering of IP addresses and valid phone numbers. The larger nodes represent the IP addresses from which the calls originated and the smaller nodes represent
valid phone numbers. The edges connect IPs and phones if there was a call attempt from the former to the latter.

4.1. Limitations

We encountered a number of limitations in the course of the
experiments. On the one hand, due to the ethical requirements
that this type of experiments have, calls were not routed to the
telephone network; instead, those calls that coincided with the di-
alplan were directed to a private extension to simulate that calls
were routed correctly. Some attackers may have been trying to call
a phone number they had control over to check whether the calls
were being made correctly. This can cause some of the attackers to
realize that they are in a system with certain limitations and thus
not to carry out any of the actions that they would perform in a
real system. On the other hand, when we carried out credential
leaks, these were made on public paste sites and in underground
public forums that allow the free registration of any user. For ex-
ample, in private forums, users rely more on the information pro-
vided by other users since an invitation is needed to be part of
that community.

Configuration. We used the Long Term Support (LTS) 16.3.0 ver-
sion of asterisk as PBX server, enabling the option “alwaysauthre-
ject = no” so that the server response is different when the iden-
tification is wrong in the experiment with weak credentials. That
is, it shows a different message when the password is incorrect
or when the user does not exist. This makes it easier for attack-
ers to identify users through brute force, making it easier for at-
tackers to find usernames and passwords. User accounts are set to
a specific dialplan that allows calls to only certain countries (see

1

Sections 2.1 and 2.2), trying to simulate a real system where calls
to other countries are not allowed. Using other configurations or
dialplans and it may reveal other types of attacks by attackers.

4.2. Key findings

In this work we have shown that VoIP attacks are a threat that
underpins part of the malicious call ecosystem. We next summa-
rize the key findings of our work.

Type of attacks. We provided for the first time, a study based
on a live measurement of the incoming utterances in the calls that
shows how fraudsters use a compromised VoIP system. Among a
comprehensive list of different frauds we observed, we found that
two types stand out in the wild: Toll Evasion and Revenue Share.
First, Toll Evasion enables the commoditization of botnets perform-
ing telephony fraud in a similar fashion to pay-per-install services
sold in underground markets (Thomas et al., 2015). Second, we saw
how Revenue Share also adopts successful fraudulent schemes such
as “affiliate” marketing (McCoy et al., 2012) or “click fraud” (Stone-
Gross et al., 2011) in the realm of telephony.

Depleting. We can see that scammers try to call certain phone
numbers several times. This seems to indicate that they obtain
phone numbers through leaked or purchased databases (Tu et al.,
2016) and attempt to call them once they have access to a system.
Related works have shown that depleting is effective against spam
(Stringhini et al., 2012). Using a honeypot may help organizations
to keep a list of the phone numbers that scammers call and thus
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Fig. 10. Number of calls that were made to the United States and the United King-
dom. The time zone used is the local time of the geographic location of the phone
numbers.

minimize the number of spam calls, which can be very annoying
(e.g., when there are call attempts to a number whose caller is try-
ing to make other calls at the same time).

Source attacks. Although we know that attackers may use other
services to hide their identity, most of the logged IP addresses be-
longed to Europe. As we saw in Section 3.2, many of them are re-
lated and belong to the same organization. Most of these organi-
zations provide hosting services or private and virtual servers for
users to set up their own services. Everything seems to indicate
that the attackers exploit known vulnerabilities in services hosted
on these machines as the software has often not been properly
patched. Although nowadays many resources and efforts are in-
vested in raising awareness among users regarding security issues
and keeping their systems up to date, there are still many vulnera-
ble devices accessible from the Internet that have not received the
necessary patches.

Calls. We observed that most of the calls that were directed
to the United States and the United Kingdom were made within
the time zone corresponding to each country, thus increasing the
chances of their success. However, some calls fell outside the usual
time slot, indicating that some bots make calls without assessing
the context of the target. In addition, call patterns were found to
generate numbers that are invalid. As we saw in Section 3.4, these
numbers are made up of valid numbers to which prefixes of differ-
ent sizes have been added with numbers or symbols. This indicates
that the bots are trying to actively bypass the restrictions of the di-
alplan used by the VoIP server. Introducing prefixes can cause er-
rors in the mechanism used to enforce restrictions, which in turn
can let attackers evade these mechanisms and make calls. This be-
havior, however, is very noisy and can be leveraged to design a
system to systematically detect these bots. We can also see that
mobile and landline calls are the most targeted type of services as
opposed to premium rate services, as was initially expected. This
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makes it challenging to deploy mitigating actions that rely on the
dialplan being used.

Accounts. Fraudsters actively search for user accounts, scanning
the Internet for known VoIP server ports to which they try to
connect and apply brute-force login credentials. In addition, they
also make use of leaked accounts on different sites, and it is more
than likely that sales of stolen accounts take place. Although with
strong credentials far fewer calls were made compared with ac-
counts with weak credentials, attackers did access the former and
similar behaviors were observed.

4.3. Countermeasures

In this section we describe a series of countermeasures to for-
tify VoIP servers and thus prevent a fraudulent use being made of
them.

Accounts. As we have seen, attackers scan VoIP servers and
make connection attempts by sweeping users and passwords in
order to find weak credentials that allow them to gain access.
Depending on the server configuration, it is possible to enumer-
ate valid users based on the response from the server. In the
authentication process, the server can respond with the message
“Not Found” or “Unauthorized” (Jansky et al., 2017) depending on
whether the user is correct or not. A good practice is to con-
figure the server so that the response is the same regardless of
whether the user exists but the password is incorrect or the user
does not exist. Although the default configuration of Asterisk in
the latest versions avoids giving different messages in the authen-
tication process, it can be modified or configured erroneously by
the server administrator in the config files. Also, on the basis of
the brute force attacks received, we can see that most of them at-
tack numeric users, so using named users would make the task of
finding users more difficult for the attackers. Finally, in the event
of an attacker obtaining valid credentials, either by brute force
or by theft, for example by using malware on mobile devices, a
good measure is to continuously monitor the calls made and limit
the number of simultaneous calls that can be made through the
server. Usually, once they access the server, the attackers try to
make numerous simultaneous calls, which can cause great eco-
nomic losses (Osenbaugh, 2019).

Dialplan. Fraudsters try to make calls to phone numbers in dif-
ferent parts of the world, including attempts to call strange phone
numbers in order to avoid the restrictions of the dialplan config-
ured for the user. It is important to implement a correct dialplan
configuration and only allow calls to places where you operate or
where you usually make calls, including implicit rules for the types
of number you want to allow and disable calls to international and
premium numbers.

Architecture. To deal with attacks against SIP servers, a good
measure is to implement an SIP proxy server (e.g., (Kamailio and
Kamailio, 2022)). This allows you to load balance and redirect valid
packets to the corresponding SIP server and release the load from
the SIP server. Through a proxy, security is increased since it makes
it possible to discard and ban brute-force attacks, ban the default
user agent of known tools (e.g., Sipvicious (Gauci, 2022) or Sip-
scan (Endler and Collier, 2022)), provide the same error message
in the authentication process® regardless of whether the username
or password is incorrect and implement other security measures.
It is also possible to ban brute-force attempts on the server itself
via iptables with solutions such as Fail2ban (Jaquier, (2022)). An-
other good measure is to change the default port of the SIP server
to avoid being found by automatic scanners looking for the default
VolIP ports.

3 See limitation of dictionary attacks with the HTable module in Kamailio at:
https://kamailio.org/docs/modules/stable/modules/htable.html##idm49.
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5. Related work

In this section we compare this paper with previous related
works.

Honeypot systems. Nawrocki et al. (2016) review the state of the
art of the different honeypot software systems and the data they
collect by making a classification based on the type of interaction
that the attackers have as well as the services and applications
they emulate. Luo et al. (2017) propose a honeypot system for dif-
ferent Internet of Things (IoT) architectures with the aim of detect-
ing attacks or even zero days at their earliest stage. Similar work
is carried out in Pa et al. (2015), in which support is provided for
eight IoT architectures and connections based on the Telnet proto-
col. Unlike previous works, Dowling et al. (2017) propose a method
for Wireless Personal Area Networks (WPANs) which enables the
detection of different types of attack in the Zigbee protocol, which
is part of WPAN. These types of honeypot mainly are mainly fo-
cused on detecting attacks that occur on their systems in order
to detect new threats or types of attack aimed at compromising
a system or violating the privacy of users. Our approach is a real
VolIP system, configured to limit attackers and focused on obtain-
ing knowledge through the attacks and actions carried out through
it.

Honeypot accounts. Kaur et al. (2018) carry out a review of all
the related works on the different approaches designed to com-
bat spam and compromised accounts in social networks by ana-
lyzing each of the previous studies and discussing their pros and
cons. Bursztein et al. (2014) study the manual hijacking of ac-
counts with a focus on emails and phishing websites intended for
Google users. The study focuses on how user credentials are cap-
tured by attackers and used once they access the user’s account.
Onaolapo et al. (2016) carry out a similar investigation with the
difference that, instead of focusing on phishing attacks, they use a
broader threat model by looking at user credentials in Gmail that
have been automatically stolen by malware. They also analyze the
behavior of cybercriminals when they gain access through leaked
credentials on paste sites and forums. Other studies have focused
on the study of user accounts that were under the control of spam-
mers in different social networks. Thomas et al. (2011) investigate
the abuse by spammers of the social network Twitter. To do this,
they collect a dataset of all tweets from the accounts that were
suspended by the tweeter to characterize the behavior of spam-
mers in the social network. Stringhini et al. (2010) analyze the be-
havior of spammers in social networks using 300 honey accounts
in three of the main social networks in order to develop techniques
that allow detecting spammers. Unlike our work, they focus on
identifying the behavior of user accounts belonging to social net-
works and email instead of the behavior of attackers in compro-
mised VoIP accounts. In our study, we use “real” accounts that are
obtained by attackers either through brute force attacks or from
different forums or paste sites, aiming to give the impression that
the accounts have been stolen.

Telephone spam and scams. Tu et al. (2016) reviewed the state
of the art of the techniques used against telephone scams. They
describe the ecosystem of spam calls focusing on the differences
with spam in emails. Finally, they analyze the different existing so-
lutions against telephone spam. Miramirkhani et al. (2016) propose
the first study of the technical support of the scams and the call
centers that are behind them. They build an automatic system to
detect phone numbers and domains that are used by scammers.
Finally, they make calls to the numbers of the scammers to in-
teract with them and collect statistical details of the techniques
and the process used by them. Li et al. (2018) design a set of fea-
tures to feed machine learning algorithms in order to detect spam
calls and scams. As they have no access to mobile telephony in-
frastructures, they develop a mobile application for users to la-
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bel calls as malicious and thus enable them to build a dataset to
analyze and extract features. Sahin et al. (2017) use a chatbot to
connect unwanted calls to the bot, which mimics a person’s be-
havior. Although the chatbot used is not based on any advanced
artificial intelligence, it proves very effective, managing to keep
calls for 10 min, causing spammers to waste time and resources
interacting with a bot. Tu et al. (2019) conduct a study to un-
derstand why users fall into traps and end up being victims of
scams. To do this, they conduct 10 telephone phishing experiments
on 3000 university students. Among all the possible factors that
could exist to carry out the deception successfully, they observe
that the impersonation of the caller’s ID prevailed in most cases.
Bullée et al. (2016) conduct a study on the awareness of workers
regarding the social engineering attacks they may receive, in this
case over the telephone. According to the results obtained, they
verify that scam awareness campaigns reduce user exposure only
for a short period of time. Prasad et al. (2020) propose a method
to classify calls based on the analysis of the audio and metadata of
the calls, which allows them to cluster different types of audios
and fraud campaigns. In general, previous work has focused on
detecting scam calls when they are received and interacting with
scammers either by directly calling the phone numbers recorded
via the Internet or with a chatbot when receiving calls. On the con-
trary, our work is focused on how scammers obtain infrastructure
or resources to make calls at no cost and what type of actions they
perform by monitoring a real VoIP system, thus providing insights
into what types of fraud are currently being carried out through
compromised VoIP systems.

6. Conclusions

Telephony fraud has been a long-standing and challenging
problem since the invention of the telephone. Unfortunately, with
the emergence of VoIP, fraudsters now have access to a more pow-
erful technology which allows them to carry out more sophisti-
cated and complex attacks and to target an immense number of
victims.

In this paper, we have presented a study of the behavior of
criminals when they acquire VoIP user accounts, either through the
use of brute force or by using accounts leaked via paste sites or
through underground markets. In order to do so, we built a VoIP
honeypot and established two experiments: one using accounts
with weak credentials, and the other with strong credentials that
were previously leaked. Then, we studied how scammers used
these compromised accounts and provided a holistic overview of
their activity, including provenance and intent. The different types
of fraud that were attempted through our systems were identified,
as well as the techniques used to increase the possible benefit that
the fraudsters can obtain through these attacks.

We identify both Toll Evasion and Revenue Share as being two
of the most prevalent types of fraud. This finding can be used to
inform law enforcement as well as the public to deploy educational
countermeasures. Furthermore, we contextualized fraudulent calls
and studied key patterns such as: the time, the location and the
hosting used by the fraudsters when connecting to our system.
We can see that this context is valuable when deploying techni-
cal countermeasures (e.g., depleting fraudsters’ resources). The re-
sults show that more than 50% of the fraudsters that interacted
with the system did so through IP addresses in Europe, with the
Netherlands making the highest number of outgoing calls. The UK
was the most called country on the basis of the valid phone num-
bers that were dialed, followed by the USA. Furthermore, it was
noted that a large number of the IP addresses detected belonged
to hosting services, which seems to indicate that these sites were
compromised by fraudsters and used to hide their identity. This as-
sumption is also supported by the fact that, after analyzing these
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IP addresses, we found that they had multiple commonly opened
ports, as well as others that are less ordinary, such as the one used
for the RDP protocol, which is known to have a high criticality vul-
nerability. In fact, the addresses were scanned for vulnerabilities,
obtaining results indicating that most of them were of medium
and high criticality.

With this work, we have gained a better understanding of the
actions performed by attackers when they have access to a VolIP
server. We have also presented a number of countermeasures to
tackle this threat. We believe that our findings are key to deploying
effective mitigating actions.
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